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About Us

• Tim Blazytko

• Chief Scientist & Head of Engineering, co-founder of emproof

• designs software protections for embedded devices

• trainer for (de)obfuscation and reverse engineering techniques

• Moritz Schloegel

• fresh postdoc at CISPA Helmholtz Center

• working with bugs by day (mostly fuzzing)

• code deobfuscation by night
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Setting the Scene

Question-Circle Using LLMs for RE

Magic Local LLMs

Trophy Enhancements through Static Analysis
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LLMs in Reverse Engineering



Disclaimer

• hyped and fast-developing field

• teasing powers and limitations for RE

• not specific to tools or LLMs

current snapshot, maybe soon outdated
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Applications to Reverse Engineering

• renaming functions

• renaming variables

• commenting code

• explaining code

• answering questions

• scripting support

today: focus on use cases
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Use Case
Function Preselection



“For the given decompiler output, analyze the code and suggest
a meaningful function name.”



Renamed function at 0x10002b50 to CallWithArguments
Renamed function at 0x10004b50 to DecodeComplexAlgorithm
Renamed function at 0x10008b60 to SetValueToMemoryLocation
Renamed function at 0x10002b70 to CallFunctionPointerWithArguments

often too generic
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Renamed function at 0x40cbb5 to DecompileCodeAnalyze
Renamed function at 0x4033c2 to DecompileCodeAnalyze
Renamed function at 0x4024c2 to DecompileCodeAnalyze
Renamed function at 0x402d58 to DecompileCodeAnalyze
Renamed function at 0x40ed62 to DecompileAndProtectMemoryPage
Renamed function at 0x409e53 to DecompileAndFindMatchingStringInMemory
Renamed function at 0x40e4dd to DecompileAndAnalyzeFunction

sometimes entirely useless
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Renamed function at 0x1000cf10 to InitializeKeyLoggerAndHandleErrors
Renamed function at 0x10014ae0 to CreateNamedPipesAndRunShellCommands
Renamed function at 0x100186d0 to SearchForAProcessByName
Renamed function at 0x1001d880 to SendHTTPPOSTRequestAndHandleResponse

can be very helpful
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Use Case
Identification of Library Functions



good approximation, but incorrect



good approximation, but incorrect



Enhancing Decompiler Output



“Enhance the following decompiler output by suggesting more
meaningful variable names. Also, add comments.”



memcpy

works well for common code
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RC4 KSA

not always helpful
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Use Case
Analysis Guidance for Unfamiliar

Instruction Sets



“Explain me the following assembly snippet.”



; Load Immediate Shifted:
; Load the immediate value 0xc00 into the upper 16 bits of register r3
0000076c 3c600c00 lis r3, 0xc00 {0xc000000}

; Move to Special Purpose Register:
; Move the contents of register r3 to special-purpose register 0x230
00000770 7c708ba6 mtspr 0x230, r3

; Instruction Synchronize:
; Synchronize the instruction stream, ensuring all previous instructions

are completed before continuing
00000774 4c00012c isync

works well for assembly snippets
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Use Case
Identification of Algorithms



“Analyze the following code and explain what it does.”



RC4 KSA

This function performs some kind of data transformation or
encryption/decryption by manipulating bytes and using loops to iterate
through memory.

often generic or wrong
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Use Case
Code Logic Explanation



“The following code implements a crypto algorithm. Which one
and why?”



RC4 KSA

The code snippet likely implements the RC4 cryptographic algorithm due to
its characteristic key scheduling and pseudo-random generation processes.

context often helps
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Use Case
Verification Oracle



“Does the following code implement XXX? Answer YES or NO.”

good to filter false positives from heuristics
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Use Case
Script Development



“The following code implements a string decryption routine.
Rebuilt it in Python.”



def decrypt(input_string):
xor_key = 0x22
decrypted_chars = [chr(ord(char) ^ xor_key) for char in input_string]
return ''.join(decrypted_chars)

works fine for small tasks
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Interim Conclusion

• good for approximations and high-level understanding

• answers sometimes generic or wrong

• adding context often helps

• no real (code) understanding
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Tools



Tools & Integrations (Selection)

• various tools and wrappers for commercial LLMs

• IDA Pro: Gepetto, Copilot for IDA Pro

• Ghidra: GhidraChatGPT, GptHidra

• Binary Ninja: Sidekick, BinaryNinja-OpenAI
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Gepetto

https://github.com/JusticeRage/Gepetto
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Binary Ninja Sidekick

https://sidekick.binary.ninja/ 35
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Downsides



GLOBE Internet connection required



Money-Bill-Alt Every query costs $$$



EYE Privacy risks



LIGHTBULB Local LLMs
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Local LLMs

Pros:
• offline
• privacy-sensitive

Cons:
• slower

• less powerful
• computation resources
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Local LLMs are .. slower

Anecdotally, for some function renaming queries:

• GPT query: <2s
• Mistral 7B on M1 Macbook Pro: 5-8s
• Mistral 7B on M3 Macbook Air: 10s
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Local LLMs are .. less powerful
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Local LLMs require computation resources

Good GPU:
• NVIDIA GTX 3090
• NVIDIA GTX 4090

ARM-based Mac:
• M1/M2/M3 Macbook
• or workstation
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Good news:
We can already use local LLMs for RE
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(Unfair) Comparison to GPT4

Use Case Mistral 7B Mixtral 8x7B

function renaming 3 3

identify library functions 3 3

enhance decompiler output 7 3

annotate assembly 7 3

explain code logic 7 3

helper script development 7 3

verification oracle 7 3
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Can we do better?
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Context-sensitive Annotations

Context helps..

improves accuracy and speedstrings and API functions
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Context-sensitive Annotations

..so let’s use available information!

improves accuracy and speedstrings and API functions
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Context-sensitive Annotations

⇒ incorporate insights from static analysis

improves accuracy and speedstrings and API functions
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Context-sensitive Annotations

example: function renaming

improves accuracy and speedstrings and API functions
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Context-sensitive Annotations

LIGHTBULB rename only “relevant” functions

improves accuracy and speedstrings and API functions
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Context-sensitive Annotations

sub_400540

sub_40c150sub_4090d0sub_409760 sub_40c570 sub_40c990memcpystrcmp

sub_40cd70

sub_40d190 sub_4004f0CallsFunc

sub_400510 sub_400540strlen

sub_400600 sub_400740

call graphmissing context

?
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Context-sensitive Annotations: Bottom-up Propagation

sub_400540

sub_40c150sub_4090d0sub_409760 sub_40c570 sub_40c990

sub_40cd70

sub_40d190 sub_4004f0

sub_400510 sub_400540

sub_400600 sub_400740writeFile execute

writeAndExec

launchFile3

simple but effective
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Tools
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Tools

https://github.com/mrphrazer/reverser_ai
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ReverserAI

• Binja plugin to include local LLMs

• more playground than finished product

• supports two models (Mistral 7B and Mixtral 8x7B)
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Can we do better?
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Things to improve

• better queries (prompt engineering)

• better models: https://github.com/eugeneyan/open-llms

• fine-tuned models
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aIDAPal

https://github.com/atredispartners/aidapal
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aIDAPal

• plugin for IDA with focus on enhancing decompiler output

• fine-tuned Mistral 7B⇒ can keep up with GPT4

• also uses available context information

fine-tuning works well
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Currently Impossible

• real code analysis

• bug finding (beyond easy patterns)

• cross-function analysis

LLMs as helper, not automated analysts
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Future Trends



Expectations

• enhanced scalability for broader inputs

• advancements in on-device LLMs
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Potential Emerging RE Applications

• semantic code search

• identification of noteworthy code segments

• patch recommendation systems

• binary similarity and clustering

59



Conclusion



Takeaways

1. LLMs are good for approximations and high-level
understanding

2. But: They can be wrong and have no real (code)
understanding

3. Adding context often helps increase accuracy

4. Local LLMs are somewhat worse but ensure privacy
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Summary

• (local) LLMs help, check them out

• but they are no panacea, be wary of the hype

Tim Blazytko
Twitter @mr_phrazer

HOME synthesis.to

Moritz Schloegel
Twitter @m_u00d8

HOME mschloegel.me
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